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. Putty, Tera Term &)2 O| &%l Al2|Y E &

ot

FLI L

Password: []

ZE(P) COMB

= (EX 115200

HI0IE{(D): 8 hit - |4
Helelca): none

ASHIE(S): 1 bit : SEE(H)
EEHIF): none

New setting

msec/char msec/line

Device Friendly Name: USB Serial Port{COME)

Device Instance |D: FTDIBUSYYID _0403+PID_6001 + A9VS93M5 AW
Device Manufacturer: FTDI

Pravider Name: FTDI

Driver Date: 7-5-2021

Driver Version: 2.12.36.4

Alg|d Z=E MY

-2 1115200
- H|O|H : 8bit

- I 2| E| : none

- Username : admin

- Password : admin
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L}. Telnet / SSH &4 ™=

2 ML T2 (0] : Putty, Tera

Term )&

5+ E(T): [192.168.0.

1l

M2 E(0)
MBIl @ Telnet
(O SSH

Telnet

(2 Other

TCP ZE#(P):

SSH HEV): 2542
P AN a0T0

EEEHI

EAE(TE (1921680
()
MBl2 O Telnet
@ SSH
() Other

192.16B.0.2542 2O &
21E0| 2mEh
MET0|E [
HE(P) |
FlHzeio 2E2Him)
[HoHEZ H(0)
Authentication methods
@)UY ~E 25 200 )
O RSA/DSAECDSA/EDZERIA 7| 22I(R)
L3[R
thosts E2SIHIIH)

BAE HYU|(FL
(O Use keyhoard-interactive to log in
O Pageant AHE(A)

HH| E30 Al IP &

ZF

x| 28U

- 192.168.0.1/24

- Username : admin

- Password : admin
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C}. WEB ®&

(el

v @ EL-G24E4G-POE X o+

HH| =1 A
< C  AZ28%  192168.0.1/homehtml?ver=1721891451405 2 E A IP _l_—l—

Status )) System Information

192.168.0.1

Status
System Information
e A 1365 7 9 111315 17 19 21 23 25 27
Port .. p T dth th dfth dfh hdhdhdh dhdhdhdh = dhdh
B OO
Link Aggregation = kS PO @O E@@gp ™ g |:| - |:| |:|
MAC Address Table 2 4 6 B 10 12 14 16 18 20 22 24 26 28
Network
Port
POE Setting System Information 100% —er
VLAN Model EL-G24E4G-POE o0%
MAC Address Table 20%
Spanning Tree System Name  Swiich 0%
ERFS System Location  Default 50%
Discovery System Contact  Default 50%
DHCP Serial Number 40%
Multicast 30% T
Routing MAC Address  £0:1C:91:0C0E:A1 20% A —
S - | I TINYUNTY ')
S IPv4 Address  192.168.200.21 10% ]J'
g
Q0S IPv6 Address  feB0:821c:91fffedceal/cd 10:31:00 10:32:00 10:33:00 10:34:00
Diagnostics SystemOID  13.6.14.127282.11 Time
Management System Uptime 0 day, 2 hr, 35 min and 47 sec
Current Time = 2023-01-01 10:35:23 UTC+8 100% .
MENH
90% L
Loader Version  1.0.0.0 80%
Loader Date  Mar 02 2023 - 19-35:25 70%
Firmware Version 1.0.0.5 60%
Firmware Date  Dec 112023 - 16:15:03 50%
40%
Telnet  Disabled 30% 1
]
SSH  Disabled 20% ]
10% -
HTTP  Enabled . ]
0

HTTPS Disabled
SNMP  Disabled

10:31:00 10:32:0 10:33:00 10:34:00

Time

ZH =1 Al IP F

=7 9%

192.168.0.1/24

Username : admin

Password : admin




Status )/ System Information A_|Hé)|' [||-7:’3| . %)lﬂ g7E=|
Status _ /‘\
Network ~ —
- 13 5 7 9 1113 15 17 19 21 23 25N iE
BOE Sett . il dih dih dth dfth dhdbhdhdh dhdhdhdh = dhdh A}
o B OO
SEIE =8 : QO OOy pgpgy = gugp 1 ] ] > EH
VLAN 2 4 6 8 1012 14 16 18 20 22 24 26 28 25 26 27 28
MAC Address Table
Spanning Tree
ERPS
Discovery SR L oo mCPU-
DHCP Model EL-G24E4G-POE zg:
Muiticast System Name  Switch Xt Hl o| = 0%
Routing - o =
System Location  Default 0%
Security
ACL System Contact Default 50%
QoS Serial Number 40%
Diagnostics 0% k
Management MAC Address  20:1C:91:0C0EA1 20% KW J“.,' \'M‘- \v ,\\ P ',“lvﬁ ,"v" VAU,\ Ly Wy ';u'“‘
10%
1Pv4 Addi 192.168.200.21 = ¥ v v A
== :QHI |PT—+— 0%
IPv6 Address  feB0 B2 1o 81ff fallceat/fid 10:34:00 10:35:00 10:36:00 10:37:00
System OID | 1361412728211 Time
System Uptime 0 day, 2 hr, 42 min and 56 sec CPU/Memory AI’%'E‘
Current Time  2023-01-01 10:42:33 UTC=8 100% :
90% I MEN
Loader Version  1.0.0.0 20%
Loader Date  Mar 02 2023 - 19:35:25 70%
Firmware Version 1.0.0.5 60%
Firmware Date  Dec 11 2023 - 16:15:03 50%
40%
Telnet  Disahled 30%
SSH  Disabled o| 74 ™A 20%
sanie -'I;'I 7_| (=] __I_I 10%
HTTP  Enabled A I‘l AI‘EH 0%
HITPS | Disabled = O o 10:34:00  10:35:00  10:36:00  10:37:00
Time
SNMP | Disahled
| -
WEB O 7 +d
. . = XA MK
A AHEDAER Ats Fa 4™
o A H A MK
HEYI MH HE[FHAE 273
. I A . OE|] MX
CEE MY = R R S
. A . OoF MX
:POE &7H cHOt MY
. = M XK
: MAC =2 ACL &7
. A . C
:STP H3 - Rk
. A il
: ERPS &7 2|
. A
: LLDP &7

W
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Of. WEB 7| & A%t

v @ EL-G24E4G-POE x +

€ ¢ Azem

Routing /

Status
Network
Port

IPv4 Interface Table

192.168.0.1/home.html?ver=1721891451405

IPv4 Management and Interfaces J) IPv4 Interface

Save Logout Reboot

Debug

POE Setting Q| |
ng :22: i?n“::?smng | ) | nterface | 1P Address Type | 1P Address |  Mask | Status | Roles |

VLAN (0 VLAN1  Static 192.168.0.1 2552552550 Valid  primary

MAC Address Table [ Add ] [ Edit ] [ Delete ]

Spanning Tree
ERPS
Discovery
DHCP
Multicast
Routing

Security

QoS
Diagnostics
Management

712 4% 4y

- F7L: iy &5 ADD — Apply :>
- A . 2= XN 3 Delete — Apply | | Delete |—>
- H3 &= M3 Edit — Apply | | [ et | '—> [ Apoy |
- M & F £ : Close

-10 -
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Status
Network
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast
Routing
Security
RADIUS
TACACS+
AAA
Management Ac
Management Service
Management ACL
Management ACE
Authentication Manager
Port Security
Protected Port
Storm Control
DoS
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
ACL
QoS
Diagnostics
Management

Management Service
Telnet [ Enable
SSH [ Enable
HTTP Enable
HTTPS [] Enable

SNMP (] Enable

Session Timeout

Security /) Management Access /) Management Service

Console |1 0

Telnet |10
ssH |10
HTTP |10
HTTPS |10

Password Retry Count

Console |3
Telnet |2
SSH [z

Silent Time
Console [0
Telnet [0
SsH o

Apply

Min (0 - 65535, default 10)
Min (0 - 65535, default 10)
Min (0 - 65535, default 10)
Min (0 - 65535, default 10)

Min (0 - 65535, default 10)

(0 - 120, default 3)
(0 - 120, default 3)

(0 - 120, default 3)

Sec (0 - 65535, default 0)
Sec (0 - 65535, default 0)

Sec (0 - 65535, default 0)

Telnet
S5H
HTTP
HTTPS
SNMP

Management Service

Enable
Enable
Enable
[] Enable
Enable

Telnet, SSH, SNMP &

_|\I

AL
1 ™5

(Default & Xtth

Apply

ot
oo
ux

2
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Status
System Information
Logging Message

+ Port

Link Aggregation
MAC Address Table

Network

Port

POE Setting

VLAN

MAC Address Table

Spanning Tree

ERPS

Discovery

DHCP

Multicast

Routing

Security
ACL

QoS
Diagnostics
Management

Status /) System Information
~
1 3 5 7 9 111315 17 19 21 23 25 27
_I—:;' dth ffh dth fth dhdhdhdh hdhdhdh = dhdh
- B oo
- - @ Q@O g =gy OO0
2 4 6 8B 10 12 14 16 18 20 22 24 26 28 2% 2% 27T 2%
B - 100% T T
System Information a0% I CPUH
Model EL-G24E4G-POE 0%
System Name  switch 0%
System Location . Default 60%
System Contact  Default 50%
Serial Number 0%
0%
MAC Address  50-1C:91:0C:DE:A1 20%
IPv4 Address 192 165200 21 10%
IPvE Address  fel0::821c:91fffelceal/ed 12:10:00 121100 21200 12:13:00
System OID 1351412728211
System Uptime 1 day, 4 hr, 14 min and 6 sec
_01- 13- 100% T T
Cumrent Time  2023-01-02 12:13:43 UTC+8 =
90%
Loader Version 1000 20%
Loader Date . Mar 02 2023 - 19:35:25 T0%
Firmware Version 1.0.0.5 60%
Firmware Date  Dec 112023 - 16:15:03 50%
40%
Telnet Enabled 30%
55H  Disabled 20%
HTTP  Enabled 10%
HTTPS  Disabled 1210:00 121100 121200 121300
SNMP  Disabled

Edit System Information

System Mame | CCTV#1

System Location  [Defautt

System Contact [Default

Apply

Close

System Name &7

- 12
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of. AN M &)LIM

Management /) User Account

Status

System Information User Account
Logging Message

+ Port Showing entries

Link Aggregation
MAC Address Table ‘ ] ‘ Username ‘ Privilege |

Network [ admin Admin
DNS
Hosts [ Add
System Time

Port

POE Setting

WLAN

MAC Address Table

Spanning Tree
ERPS |D Username | Privilege

Edit ] [ Delete

Discovery

DHCP
Multicast | agd ][ Edi Delete
Rouiing
Security
ACL
QoS
Diagnostics
Management
User Account

27w ! '
in| x in| =)
Add User Account J';I- EIII‘Tyl- Edit User Account J':IZEIxI.HIDE“?—-lg ﬁzg

Username | root | Username  admin

password [ root@1 | Password | root@1 |
Confirm Password | root@1 | Confirm Password | root@1 |

. Admi - @ Admin
Privilege g Us::m Privilege () User
*HZ@H 2 = Default=

Apply ] [ Close ] %|.§§|_E| O_I X_I QEI:II [ Apply l [ Close ]

- 13 -
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X IP FA HZA £L|M

Routing /) IPvd Management and Interfaces /) IPvd Interface

Status
System Information IPv4 Interface Table
Logging Message
» Port
Link Aggregation
MAC Address Table | (] | mterface | 1P Address Type | IPAddress |  Mask | Status | Roles |
Network [] VLAN1  Static 192.168.0.1 2552552550 Valid  primary
Port
POE Setting
VLAN
MAC Address Table

| Add || Edt || Delete |

Spanning Tree
ERPS

Discovery
DHCP

Multicast
Routing | Add | Edt || Deete |

‘ [ | Interface | IP Address Type IP Address Mask Status | Roles

IPv4 Management and Interfaces
IPv4 Interface

IPv4 Routes
ARP
+» |IPvG Management and Interfaces

A
Interface VLAN 1 IP T - ﬁ

() Dynamic
@ Static

IP Address [ 192.168.0.10 |

Address Type

@ Metwork Mask I255.255.255.D

Mask

() PrefixLengtn | (8- 30)

@ primary

Roles ) sub

appy || ciose |

14 -
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X}. Default Gateway FA 478 ELIM

Routing J} IPvd Management and Interfaces )} IPv4 Routes

Status

System Information IPv4 Routing Table

Logging Message
~ Port

Link Aggregation

MAC Address Table ‘ I | Destination IP Prefix | Prefix Length ‘ Route Type Next Hop Router IP Address | Metric | Administrative Distance | Outgoing Interface
Network 192.168 0.0 24  Directly Connected VLAN 1%

Port Y :
POE Setting l[ acd |l _Est ][ Deee |

VLAN
MAC Address Table

— Interface VLAN10j| ™ E 7|2 Network
TRES (Directly Connect)

Discovery

DHCP

Multicast

Routing

IPv4 Management and Interfaces
IPv4 Interface
IPv4 Routes
ARP

~ |Pv6 Management and Interfaces

v
v
v
v
v
v
v
v
v
v

%y \

©1p FE9 ME L OLASO) AT

(] IS EANPS S|
IP Address [ 0.0.0.0 | 10| GatewayZ & H7H
@ Network Mask | 0.0.0.0 |
Mask
() Prefix Length | (0-32)

Next Hop Router IP Address [ 192.168.0.254 |

Metric |1 | (1 - 255, defautt 1)

[ Apply ] Cloze ]

| O | Destination IP Prefix | Prefix Length | Route Type MNext Hop Router IP Address | Metric | Administrative Distance | Outgoing Interface
[ 0000 0 Default 192 1680254 1 1 inactive
192.168.0.0 24 Directly Connecled VLAN 1%

- 15 -



Status
System Information
Logging Message
Port
Link Aggregation
MAC Address Table
Network
Port
Port Setting
Ermror Disabled
Link Aggregation
EEE
Jumbo Frame
Port Security
Protected Port
Storm Control
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast
Routing
Security
ACL
QoS
Diagnostics
Management

Port 7/ Port Setting

Port Setting Table
| )| Entry | Port | Type | Description | state | Link Status |  Speed | Duplex | Flow Control
O 1 GE1  1000M Copper Enabled Up Auto (1000M)  Auto (Full)  Disablsd (OF)
O 2 GE2 1000M Copper Enabled Down Auto Auto Disabled
O 3 GE3 10
o« e 1wl ZEE Enable/Disable &EH
O 5 GE5 100
O 6 GES 100 l
O 7 GET 100 5
o & | state | Linkstatus | Speed | Duplex
U § Ges 100l | Enabled Up Auto (1000M)  Auto (Full)
O 10 GE10  100)
O 1 een 10| | Enabled Down Auto Auto
0 12 GE12 100)
O 13 GE13  100) T T
O 14 GE14  100) H AF AL o
[ 15 GE15 100 Link °EH = 7:' Duplex QEH
O 16  GE16  1000M Copper Enabled Down Auto Auto Disabled
O 17 GEf=—snaaw eiu o . . N
0O 18 cf . ]
O 19 o EditPortSetting ]
O 20 Gf
g 2 ce Port GEf
O 22 GE L E HXI
0 23 GE Description |CCTV#1 | A'IE ;i_; A
O 24 GE » B2 o, T =2
0 25 cf
State Enable L =
] 26 GE — » I E Enable
0 27 GE @ Auto 3 10m
0 28 GE o Auto - 10M o 100M
Speed  — uto- 100M () 1000M
Edit Auto - 1000M -
O Ao * Auto : XF= AL 7|15
@ Auto u ° © BoO o
oo O fw * 25 MHS LA A
= () Hal
) Auto
Flow Control () Enahble
@ Disable
Apply l Close ]
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(el

El. POE A H

* PoE : Power Over Ethernet

POE Setting // POE Port Setting

Status
Systemn Information System info
Logging Message
v P System Power(W)  7.436
Link Aggregation
MAC Address Table System Temperature(C) &2
Metwork ) Mone
O s
Port Refresh Rate o l;:‘;
POE Setting O 30 sec
POE Port Setting
POE Part Timer Setting
VLAN FPort Setting Table
MAC Address Table
Spanning Tree
Bt | 7 | Entry | Port | PortEnable | status | Type | Level | Actual Power(W) | Voitage(v) | Current(ma)
LEr; g 1 BGE1  Enabled on AT 4 5.98 52 115
DH(?P O 2 GE2  Enabled on NA 0 1.456 52 28
Mumf:aﬂ O 3 GE3  Enabled of A 0 D 0 0
zomgﬂ O 4 GE4
ec —
ACL o 5 o6& ZE pOE A7 AE|
QoS 0 6 GES 1
Diagnostics 0 T GE
Management 0 & GES
~ o aeo | | PortEnable | Status | Type | Level | Actual Powertw) | Voltagetv) | Currentima) |
10 cen|| Ensbed On AT 4 5,854 5 12
O " GEN
O 12 GE12 \ l \ l
=X At s e § o =
POE S% El pD 22 MH/MY/MR
o
EditPort Setting POE EE| HE Level | PSE MAX | PD Ea
PoE(af) 3 15.4 12.95
Port GE1
@ Enable EEHE:I POE PoE+(at) 4 30 25.5
PortEnable éw» o Adxd
o HisanE A2 4% PoE++(bt) 6 60 51
| appy || ciose | PoE++(bt) | 8 90 73
17
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it LLDP &8 £L|M

* LLDP : Link Layer Discovery Protocol

Discovery /) LLDP 2’ Neighbor
Status

Network Neighbor Table
Port
POE Setting Showing entries Shewing 1 o 2 of 2 enfries
+ VLAN | . ) - .
) [ | Local Port | Chassis ID Subtype | Chassis ID Port ID Subtype Port ID System Name | Time to Live
F LethoiEs 2 F [ GEl MAG address B0-1G:910C:53D1  Local 5 EL-PGEE2G-EP 108
EE?D"S':""Q LEE O GE23 MAG address FE&BC12734E98 MAGaddress  F&-BC:12734E98 3016
'LL[E:::CMEW [ cear || Refresh |[ Detal |
Property
Port Setting
MED Metwork Policy H =) i —
e A HZE 21F Switche| EE =0l 7ts
Packet View
Local Information
Neighbor
Stafistics
| (1| Local Port | Chassis ID Subtype Chassis ID Port ID Subtype | Port ID | System Name | Time to Live |
[ GE1 MAC address BO1C91:0C:53:D1  Local H) EL-PGSE2G-EF 109
Local
Switch 21 Switch &
e
 / v
LLDP
__________________________ O| ™
ocal gy > — =8
Switch N Switc
Local Interface Port ID
GE1 GE 8

System Name : EL-Pg8E2G-BP
MAC =2~ : B0:1C:91:0C:53:D1

- 18 -
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&t. SFP 2t AEH 2ol

(el

Fiber Module

Diagnostics /

Status
Network Fiber Module Table
Port
POE Setting
—— ) | | Port | Temperature (C) | Voltage (V) | Current (mA) | Output Power (mW) | Input Power (mW) | OE Present | Loss of Signal
b e Tl ) GE26 3560 3.34 23.13 0.35 0.14 Insert Mormal
Spanning Tree .
EBPS [ Refresh ||| petal |
iscovery ¢
DHCP
Multicast Fiber Modula Status
Routing | [
Security
ACL Port GE26
QoS
Diagnostics
T OE Present | Insert
gmsﬂvﬂ Loszs of Signal Mormal
ﬂ'nr;m"g Transceiver Type | SFPISFP+
Traceroute
p— Connector Type  LC
Ei[‘;ifn“"d“‘e Ethernet Compliance Code  Unknown
+ Management Transmig=ion Media  Unknown
Wavelength 1350 (nm)
Bitrate = 1300 Mbps
. Vendor OUI . 00-00-45
Vendor Name  ELIM
Vendor PN ELP5D5-11-25
Vendor Revision W04
Vendor SN EL2005146044
SFP AN HE
Date Code . 12848-12341-125
/ / [T Temperature (C) 3555
BN =gt 3 (e Voltage (V) 334
Current (mA) 2316
Output Power (mW) 035
|_ . . . .
* SFP ZIEH 715 Q1 DDM(Digital Diagnostics Input Power (mW) 0 14
. . x
Monitoring) O|-& SFP &%t &Ef £ 5
| Refresh || Close |

19 -




3. VLAN &4 (7/
7}. VLAN 741 £ (G| A]) ELIM

* VLAN : Virtual LAN, 7} 24

VLAN M4 .
. A VLAN 1.2 3 M

VLAN 3 |5 =
ANHEe |e — >
HE Ll | ZEd"yviAN 2E MY Q &
VLAN =&t Port | Mode | Administrative VLAN -
\ GE1 Access 3UP
\ GE2 Hybrid 1UP,2T A
Port GE1 \\ GE3 Trunk  1UP,2T,3T :
Access @, Port GE3 I
(3UP) \  Trunk(1UP, 2T, 3T) :
*‘ﬁ ° —
N\ _ ~
Port GE2 T => L 4 VLAN - -~
Hybrid 0 |v2] Tag
(1UP, 2T)
- > Untag V1 PVID - - - _ _ —
S ’ ~a
/ \% =2
VLAN 2 | o
pPEg | VLAN 1
CHg =

Untag V1 PC

* UP : Untagged/PVID, T : Trunk
* Trunk Ports= PVID(Port VLAN ID) 7|2 x| ZQ
* PVIDE native VLANS 2 Untagged Z2 & M4

- 20 -




3. VLAN &d ()/
Lt VLAN A7 — VLAN M ELIM

VLAN 7/ VLAN 7’ Create VLAN

Status
Network Available VLAN Created VLAN
Port - .
. VLAMN 2 - WLAM 1 -
POE SEHIHQ VLAN 3
= VLAN VLAN 4
VLAN
VLAN VLAN &
Create VLAN VLAN &
VLAN Configuration Eﬁﬁ g
Membership VLAN @ - -
Port Setting — —
Voice VLAN
Protocol VLAN Apply B
petaut v o171
Surveillance VLAN o oEIO'I JL'I';EO'" oo
) VLAN Table
» GVRP
MAC AddrESS Tabl& Shnwing entries
Spanning Tree
ERPS | ]| VLAN | Name | Type | VLAN interface State |
Discovery 1 default Default Enabled
DHCP
Multicast | Edt || Delete |
A% gt
Available VLAN Created VLAN VLAN Table
ﬁmﬁ ; - Showing entries
VLAN 3
|| vian | Name | Type | VLAN interface state
1 default Default Enabled
0 2 VLAMOD0Z  Static Disabled
- 0 3 VLANODO3  Static Disabled
VLAN 2,3 M= £ M8  (em ][ oeee ] VLAN 44 EHQl




3. VLAN &d ()/
C}. VLAN A% - ZEH VAN BE M ELIM

VLAN )7 VLAN /) Port Setting

Status
Network Port Setting Table
Port
POE Setting
'W:LAN | 1| Entry | Port | Mode | PVID | Accept Frame Type | ingress Filtering | Uplink | TPID |
Create VLAN 0 1 GE1  Trunk 1 Al Enabled Disabled  0x8100
VLAN Configuration O 2 GE2  Trunk 1 Al Enabled Disabled (0=8100
TR 0O 3 GE3  Trunk 1Al Enabled Disabled  0x3100
v;:ﬂ:vf_:t:nu 0 4 GE4 Trunk 1 Al Enabled Disabled  0x8100
ce
Protocol VLAN 0 5 GE5 Trunk 1 Al Enabled Disabled  0x8100
MAC VLAN O 6 GE ) .
Surveiiance VLAN O 7 off EditPotSeting
GVRP O s GE
MAC Address Table 0 & GE Port GE1
Spanning Tree 0 10 GE
ERES 0 1 GE © Hybnid ZEH
Discovery () Access et |
: g 12 GE Mode @ Trunk C AMX
R O oo © Tk VLAN BE M
Multicast 0 14 GE
E"”"’ftgv O 15 cE pviD [i | (1 - 4004)
SEeCcum
ACL N Al
M
QoS | T GE Accept Frame Type Tag Only PVID %I E'l
— O e ce o (EEH VLAN
. 19 GE —
Management O Ingress Filtering Enable -
slCh B 74
0| 2 cE SO A BHE
O 21 GE Uplink ] Enable 7I_=
0Ol 2 ce S)
TRID
0Ol = ce
| 24 ce
| appy || close |
Edit

A\ 4

| ] | Entry | Port | Mode | PVID | Accept Frame Type
_EHEﬂ VLAN O 1  GE1 ArCcess 3 Untag Only
BC 3ol 0 2 GE2Z  Hybrid 1 Al
0 3 GE3  Trunk 1 Al

20 -



3. VLAN A H

2. VLAN 878 - ZEH VLAN

» Status
System Information
Logging Message
« Port
Link Aggregation
MAC Address Table
¥ Network
~ Port
+ POE Setting
~ VLAN

VLAN
Create VLAN

VLAN Configuration
Membership
Port Setting
Voice VLAN
Protecol VLAN
MAC VLAN
Surveillance VLAN
GVRP
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast
Routing
Security
ACL
QoS
Diagnostics
Management

VLAN )7 VLAN 7 Membership

Membership Table

| |Entry| Port | Mode |AdministrativeVLAH Operational VLAN
O 1 GE1 Tunk 1UP 1UP
(@) 2 GE2  Access 1UP 1UP
'®) 3 GE3  Hybrid  1UP 1UP
'®) 4 GE4 . ,
O s o5 | EditPort Seting
'®) 6 GEG
oo Port GE2
o 8o _ EEEVLAN B2
O 9 GE9 Mode  Hybrid
'®) 10 GE10
o m cen | 3 |: N 1UP N
'®) 12 GE12 2T
'®) 13 GE13
'®) 14 GE14
'®) 15 _GE1S
'®) 16 GE16
O 7 GE17 Membership = S
'®) 18 GE18
O 19 GE19 (") Forbidden
O 20 GE20 Excluded (=]
O | 21 cE2 g Tagged Tag Tgl-
'®) 22 GE2 () Untaggsd hg-é! ﬂE—Illl
O | 23 cE23
O | 24 cE4 (] PVID
[ Apply ” Close ]

1

‘ | Entry | Port ‘ Mode |Administrative VLAN | Operational VLAN
EHEﬂ VLAN 9] 1 GE1  Access 3UP 3UP
'%“E; glo| 'S 2 BE2 Hybrid 1UP 2T 1UP, 2T
- 'S 3 GE3 Trunk  1UP 2T 3T 1UP. 2T, 3T
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4. RSTP &7 ()/
7. RSTP A £ (0l Al) ELIM

* RSTP : Rapid Spanning Tree Protocol

RSTP Priority 478 RSTP Priority 27 :
Root : 4,096 Secondary : 8,192

o™ 5 CoT2

Block

RT1 RT2

Path Cost &7
300,000

AR

* STP B : STP(HEHA|Zt 502 O|Lf)), RSTP(T&HA|ZH 525 OfLY])
MSTP(Z= VLANZ FO{M S

* STP M =2| : 4,096H| 2 X|H, Default 32,768
HE +E RUMef =5 M=% 0E2FE Al MAC a7t
M H2 £%IX|7t Rootz St

* Path Cost : §78 ZE X|d Xt A| AR, AHEH ZEOf 308t

O| el =X|2 X|Z (7|24t - 100M : 202, 1G : 28h

- 24 -




4. RSTP 78 ()/
Lt. RSTP Priority A% ELIM

Spanning Tree /) Property

Status

Network State [ Enable
Port O STP
POE Setting Operation Mode (@ RSTP
VLAN O MSTP
MAC Address Table Path € @ Long
- ost
Spanning Tree ) Short
Property ) () Filtering
Port Selfing BEDUHandiingl & o ing
MST Instance
MST Port Sefting Priority  [32763 | (0- 81440, default 32763)
Statistics
ERPS Hello Time lZ | Sec(1- 10, default 2
Y Max Age [0 | sec(6- 40, defautt 20
DHCP
Multicast Forward Delay = [15 | sec4-30, default 15
Routing Tx Hold Count |5 | (1-10, default §)

Security
ACL

Region Name  [30:1C:91:0C-0E:A1 |

QoS
Diagnostics Revision |0 | (0- 65535, gefauit 0)

Management
9 Max Hop  [20 | (1- 40, default 20)

Operational Status
Bridge Identifiter  32763-80:1C:91:0C:0E:A1
Designated Root Bridge  0-00:00:00:00:00:00
Root Port . M/A
Root Path Cost . 0
Topolegy Change Count .
Last Topology Change  0D/OH/IOMIOS

A% gy
State Enakle .
=== RSTP Enable(Default : Disable)
Operation Mode l.:i} R3TP
e oMas 2429 0|47 Al
® Long - 'I'tT':TI DEfaUIt T o
Path Cost ) Shert M C ZIS—)lk—7|- 7|'on
BPDU Handling E:E?ngg - 4,096THR 2 XY %gté_gﬂa
| - Root: 4,096 &7 oTiE
it »\< - Secondary : 8,192 47 ’




4. RSTP ()
C}. RSTP Path Cost A1 LIM

Spanning Tree /

Port Setting

» Status

Syslem Information Port Setting Table

Logging Message

Port

Link Aggregafion

MAC Address Table | ) | entry | Port | state | Path Cost | Priority | BPDU Fiter | BPDU Guard | Operational Edge | Operational Point-to-Paint | Port Role | Port State i Bridge | D PortID | Desi cost |
Network =] 1 GE1 Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00.00:00:00:0000 1251 20000
Port o 2 GE2  Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disablsd  0.00-00:00:00:0000 1282 20000
POE Satting 0 3 GE3  Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled 0000000000000 1253 20000
VLAN O 4 GE4 Disabled 20000 126 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00-0000:00°0000 1254 20000
MAC Address Table =] 5 GES Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00-00.00.00.00.00 128-5 20000
Spanning Tree [m} § GES Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00.00:00:00:0000 1256 20000

Property o 7 GE7  Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled 0000000000000 1257 20000

;"5'1‘_ ?::;:fe 0 3 GES Disabled 20000 126 Disabled Disabled Disabled Disabled Disabled  Disabled  0-000000:00°0000 125 20000

MST Port Sefting o 9 GES  Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00.00:00:00:0000 1259 20000

Staistics [J 10 GE10 Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00-00:00:00:0000 12510 20000
ERPS [J 11 GEN Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00.00:00:00:00:00 12511 20000
Discovery [ 12 GE1? Disables 20000 126 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00-0000:00:0000 12512 20000
DHCP O 13 GE13 Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00.00:00:00-0000 12513 20000
Multicast [] 14 GE14 Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00-00:00:00:0000 12514 20000
Routing [] 15 GE15 Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00.00:00:00:00:00 12515 20000
Security [] 16 GE16 Disabled 20000 126 Disabled Disabled Disabled Disabled Disabled Disabled  0-00.00:00:00:00:00 12516 20000
ACL [ 17 GEV7 Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00.00:00:00-0000 12517 20000
o ) 18 GE1Z Disabled 20000 125 Disabled Disabled Disabled Disabled Disabled  Disabled  0-00-00:00:00:0000 12518 20000
izl [] 18 GE19 Disabled 20000 128 Disabled Disabled Disabled Enabled Disabled  Forwarding  0-00-00:00:00:00:00 12519 20000
L A== [ 20 GE20 Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled _ Disabled __ 0-00-00:00:00:00:00 _125-20 20000

O 21 GEM Ds j .
0 b B o e

Path cost®| 200,000

@ Auto olgd S X
Edge Port . () Enable H= T 10
Disable

o
BPDU Filter | Enable
(]

» BFDU Guard Enable
® Auto

Point-to-Point . () Enable

() Disable

Port State  Disabled
* Path Cost= X Designated Bridge  0-00-00-00:00-00:00
ILE X| Jé-)l X|.El_f AI Designated PortID = 125-1
VK- Designated Cost 20000

> = 7| 27t 1Gbps(20,000)

Operational Edge  False
Operational Point-to-Point . Falze

ooy || ociose |
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5. Link Aggregation &7 ()/
7. Link Aggregation /g & (G| A]) ELIM

LAG(Link Aggregation Group) 1 &%
(Static)

GE 1 .
_i — '

GE 2 -
1Gbps x 2Port=2Gbps

GE 3 GE 4

. LAG 2 2%
(LACP)

=3

* Link Aggregation 3&F

- Static : 34 &5, fHHO = HE| AHEE

22K AKX EE= AX[QE MH ZH| ALE

* Z|C 8ZETNMK| ZROiM ALE “ts

- 27 -



5. Link Aggregation &7 ()/
L. Link Aggregation Group 78 ELIM

Port // Link Aggregation /' Group

« Status
* Network ® MAC Address
~ Port ) IPMAC Address
Port Setfing N ) Dsi-MAC Address
Error Disabied Load Balance Algorithm Q gr‘i':“;‘g"c‘%:ddmss
- _ () Dstd ress
Link Aggregation ) SrcdP Address
Group -
Port Setting
Lace
===
Jumba Frame ; _
e — Link Aggregation Table
Protected Part
Storm Control
POE Setiing | | LaG | Name | Type | Link Status | Active Member | Inactive Member
VLAN ) LAG1 - .
MAC Address Table 0 LAG?2 — —
Spanning Tree O LAG3 . -
ERPS O LAG4 — -
Discovery 3 LAGS — —
DHCP f:“‘- LAG G _ .
:uthaSt O LaGT — —
0 nlg ) LAGS — —
Security 3
ACL Edit
v
Edit Link Aggregation Group Edit Link Aggregation Group
) M M
tac 1 LAG 1(static) 2 tac 2 LAG 2(LACP) &7
MName | | Name | |
W Static () Static
Type -t WP ¢ Lace
Available Port Selected Porl Available Port Selected Pori
GE3 - GE1 - GE1 - GE3 -
GE4 GE2 GE2 GE4
GES GES
Member CER Member GEG
GET7 GE7
GESZ GES
GES GE9
GE10 7 - CE10 - -
| appy |[ cose | apply || close 2



6. A|AE! 23| ! 4
7t 9% DY CHe2E £L|M

Management // Configuration // Upgrade / Backup
Status

Network Ack () Upgrade
Port on i@ Backup > M rLI'OI El_o E C
POE Setting ) TFTP M — A = = T
VLAN Method ' & nrre
MAC Address Table @ Running Configuration — running-config
Spanning Tree () Startup Configuration c EXF=0] AMX{ZF
EPRF"S - Configuration () Backup Configuration - oS '—I = O HA
) RAML .

Discovery O FlashLog — startup-config
DHCP  HEEE Q8
Moticas
Routing
Security
ACL
QoS
Diagnostics
Management v

User Account
» Firmware s | 2EC
» Confguration = zo w7

Upgrade ! Backup

7 o
MY DS

Save Configuration ZHEHE T
* i I w oo rC&
w22 2A CI22E510] PCOj
sARI =A EOE7 _ o] +] 4 aLs
X Fuzovsazrl  AQUX|EHE Bzt
= o X} HH Od
=825 BS FoH Al MY
L e
« v 4 & Wrc > OgEE Ise
L) Dl =2 j running-cenfig (1) - Windows H2%
=Hx7 o BEEE MMO 27NV ESEH)
* = ﬁ = | E ._ {2} SYSTEM COMFIG FILE = BEGIN
- e = | Systern Description: KT-NOS EL-G24E4G-POE Switch
W a2 = | System Version: v1.0.0.5 e
- . ! Systemn Mame: Switch
; Ctez=C o+ D runnlng—cunflg |1 Systern Up Time: O days, 0 hours, 24 mins, 56 secs
|
: startup-confi !
=4 * ] startup-config !
=] A - 29 -




6. A|AE 2|
Lt 878 0¥ H=E

Management /

Configuration /

Upgrade / Backup

Status
Metwork p
i @ Upgrade A =101
Port Action i) Backup v Exc-; .|.|.I' = %EE
POE Setting -
[ TFTP
VLAN Method @ HTTP
MAC Address Table () Running Configuration
Spanning Tree @ Startup Configuration
ERPS Configuration () Backup Configuration
. RAM Log
Discovery Flash Log
OHEH Filename HHE DY g
Multicast C T E RS
Routing
Security l
ACL t — _ )
QoS o+ 4= | running-config (1).cfg
Diagnostics
Management
User Account
v Finmware
» Confguration
Upgrade ! Backup
Save Configuration
o
ina- iy o A =Xt
(® Running Configuration - runnlng conflg ° ?__HI o I _
() Startup Configuration ;AI li'_l'oél %EE 2 AE-IIO-I X'Ixol' ‘élﬂ
Configuration . ) Backup Configuration N
: O remiteg — startup-config : =H| X{7| S A|
Flash Log |i|_|-0°:|' gEE _'6': X 7|% -I-élR
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6. A AR Fa| [ 4
Ct. SNMP Group % Version &7 (E)LIM

XH| Z1 A| SNMPE=
7|2 DisableE
(10pagel| ¥ AH™EL A%

AL 715)

ot

Management /) SNMP /) Group
Status

System Information Group Table
Logging Message
+ Port Showing entries
Link Aggregation
MAC Address Table
Metwork
Port
POE Setting
VLAN
MAC Address Table | Add ]I[ Edt || Delete
Spanning Tree
ERPS
La5uzy SNMPv2 8%
DHCP v
Multicast Add Group Add Group

View

Version
Read | Write | Notify

Group Security Level

=

Configure SNMP View to associate a non-default view with a group.

SNMPv3 A%

Routing
Security Group [ snmp2 Group  [Snmp3 <
AGL ) SHMPv ) SHNMPw1
QoS Version (8 SNMPy2 Version () SNMPv2
Diagnostics O SNMPv3 @ SNMPY3
Ma ement . Mo Security ) Mo Security
nag Security Level Authentication Security Level 0 Authentfication
User Account Authentication and Privacy @ Authentication and Privacy
+ Fimmaare Read D
a HEad
+ Conhguration
» SNMP [all v] Giv]
] WWrite [ Write
View View View
Group
Community 7] Motify ] Muofify
User
Engine ID
Trap Event
Close A pph
Motific-atiomn [ l Sioee ]
+ RMOM
- HQ OJALE
SNMPv3 o|l=0} Al
Security Level |  oj=-1 ore
x o~
y - 50} A3} AL -31-



6. A| A 22 ()/
2f. SNMP v1/v2 Community 273 ELIM

Management // SNMP /) Community

~ Status
System Information Community Table
Logging Message
» Port Showing entries
Link Aggregation
MAC Address Table | W | Community | Group | View | Access
Metwork [l public all Read-Cnly
Port . L
) The access right of a community is defined by a group under advanced mode.
POE Setting Configure SNMP Group to associate a group with a community:
N | agda || Edst || Deetle |
MAC Address Table
Spanning Tree
ERPS SNMP
Discovery *IﬁEél 7|EZ}[2§ Group%gﬂ
DHCP M M
=) =20
Multicast v v
Routing Add Community Add Community
Security
ACL . c )
05 Community [aabbcc@1 ommunity  |aabbcc@1 |
i i @ Basic i) Basic
Diagnostics Type A—{ e Type ® Advanced
Management - .
Us=er Account LB Ve
Firnmware @ Read-Cnly Read-Only
Configuration Access b ad-Write frecess Read-Write
SHME Group Group
View
Group
e apply || close | | Apply I[ Close |

U=er
Engine ID
Trap Event
Motification
RMON

SNMP Community

-32-



6. Al 2o

0. SNMP v3 User 27

(el

~ Status
System Information
Logging Message
+ Port
Link Aggregation
MAC Address Table
MNetwork
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast
Routing
Security
ACL
QoS
Diagnostics
Management
Uszer Account
Firmmware
Configuration
SHMP
View
Group

Community
User
Engine ID
Trap Event
Motific-ation
RMOM

User Table

Management /

SNMP /0 User

Showing entries

| ] | User | Group | Security Level | Authentication Method | Privacy Method

Add Edit || Delete
\ 4
Add User
User |snmpuser
Group
Mo Security
Security Level Authentication
® Authentication and Privacy
Authentication _
Mone g
Method = @ KMD5
) SHa
Password | aabbcc@1
Privacy _
Mone g
Method ® DES
Password | aabbcc@ 1
| Apply |[ Close |

Configure SNMP Group to associate an SNMPv3 group with an SNMPv3 user.

= O
ot A NEE
a4

* Password= 8XI2|

0|y U
-33-



6. Al 2o

HE, SNMP Trap 2%

(el

Management // SNMP /) Notification

Status
Systemn Information
Logging Message
Port
Link Aggregation

Notification Table

Showing enfries

MAC Address Table
Network

| J | Server Address | Server Port | Timeout | Retry | Version | Type | Community / User | Security Level

Port

. For SHMPv1 2 Motification, SNMP Community needs to be defined
POE Setting For SNMPv3 Nofification, SNMP User must be created
VLAN )
MAC Address Table s |[J Eat  |[ eete
Spanning Tree
ERPS v
Discovery
DHCP |
Multicast
Routing () Hostname
Security Address Type @;" IPvd
ACL ) IPvE
A M
QoS NMS A =& 4H
, : Server Address = | 192.168.0.100 | s
Diagnostics (Trap 'Jlg'|*_| E*I 735 AI ?_:')
Management () SMMP1
User Account Version (@ SHMPvZ
Firmware () SHMPv3
Configuration _
SNMP i@ Trap
View RIEL () Inform
G
Ccrﬁll';uni‘qr Community ! User OI HE st2O
E:;irne D ® Mo Security Trap NS :o| o
S — Security Level .'—:'.uthsnt?u:m on . DefaultE Ena bleEI O'I b=
Notification Authentication and Privacy .
AL Usze Default Management /) SNMP /) Trap Event
Server Port 162
L
Timeout Use Default Authentication Failure Enable
L
|15 - Link Up / Down Enable
Retry Use Default Cold Start Enable
3
| Warm Start Enable
powy | _ciose |
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6. Al 2R il [ 4
A}. Syslog (E) LIM

Diagnostics // Logging // Remote Server

Status

Network Remote Server Table
Port
POE Setting
VLAN . Minimum
MAC Address Table [] | Entry ‘ Server Address | Server Port | Facility Severity ‘
Spanning Tree
ERPS
Discovery | ada || Est || Deetle |
DHCP
Multicast l
Routing
Security AddRemote Server |
ACL
QoS () Hostname NMS A-Il:l-l le—t *E'|I°'|
Diagnostics Address Type . ® IPus (Syslog =41 S X%, AE AH)
Logging -
Property Server Address | 192.168.0.100 |
Remote Server
Mimroring Server Port (514 | (1- 85535, default 514)

Facility

Minimum  [Motice .

SELELD Mote: Emergency, Alert, Critical, Ermor, Waming, Notice

[ apoy || Close |

192.168.0.100 -35-



(el

Status
Network

DNS

Hosts

System Time
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast
Routing
Security
ACL

€ € ¢ € €

QoS
Diagnostics
Management

€ 4 ¢ ¢ & £ ¢ & &

€

Network /

Source

Time Zone

SNTP

Address Type

Server Address

Server Port

Manual Time
Date

Tirme

Type

Recurring

Non-recurring

Operational Status
Current Time

System Time

* SNTP : Simple Network Time Protocol

) SNTP
() From Computer
® Manual Time

UTC +5:00 w

Hostname
IPva

123 (1- 85535, default 123)

Al &

F-‘.'-

023-01-02 YYYY-MM-DD

06:35:22 HHMM:55 *E-|

ofn e
ol 42

Ell

=
A
=

Daylight Saving Time

) Mone

) Recurring
Mon-recurring
) USA

2 Europen

0000O®

Min (1 - 1440, default 60)

1

From: Week Month

Time ,—

Time ’—
T
[ e

Day

o Day Week Menth

From: YYYYAM-DD
[ Jvvvrwmoo

Tor:

2023-01-02 06:35:22 UTC+8

3
@ SHTR .
Source I:j From Computer o NTP *'IH"O'"A"
) Manual Time = 7'_ ALI
Time Zone 71E MZE 2
SNTP . .
Address Type © Hosiname * SNTP : Simple Network Time
2.5 NTP MH = Protocol, NTP2t 7|5 &Y
ServerAddress | 192 168.0.100 | SHAl 7|=0f Chas
Server Port . [123 | (1- 65535, default 123 o | |-
36




6. A|AH! T3] V 4
XL M2 EX| ACL MM &)LIM

* ACL : Access Control List

Security // Management Access /) Management ACL
Status
Metwork
Port

POE Setting
VLAN [ emy |

MAC Address Table

Spanning Tree Management ACL Table
ERFS Showing entries

Discovery

ACL Name | |

DHCP | 7 | AcL Name | state | Rule |

Multicast
Routing

Security [ Active ][ Deactive ][ Delete ]
RADIUS

~ Management Access D

Management Service
Management ACL
Management ACE ACL Name | test

* Authentication Manager
ACL 44

Management ACL Table
Showing [All_w |enties  ACL A Z}0l

=

| 71| ACLName | State | Rule
] test Deactive ]

A

| Active || Deactive || Delete

ACL Active= CH2 THA|Ql ACE 8 = A A Ly



6. A|AEI 27 V 4
XL M2 EX ACE ¥ &)LIM

* ACL : Access Control Equipment

Security // Management Access /) Management ACE

+ Authentication Manager

Status
Network Management ACE Table
Port
POE Setiing ACL Name [test | (active)
VLAN Showing entries
MAC Address Table
ooy e | (1 | Priority | Action | Service | Port | Address / Mask
ERPS
gﬁ?gﬁm | agda || Est || Deleie |
Multicast L
Routing A
Security B g A e
RADIUS -
TACACS+ acLiame st ——b AL ACL HE MEH
v AR Priority 1
» Management Access k; ﬁlil1
. C p
STEIEIE BRI service | ) Hitos WEB, SNMP, TELNET, SSH & %0f
Management ACL ) Snmp - Exl 7 = M7
Management ACE O S5H HL o© '" |o =20
@ Telnet
@®
k_-\-‘

actin & Pt ——> X HEl |p FAT AR HI 58
Available Port Selected Porl
T ces : MAEGE MY
ACE MX ot@ Port |25 s 1 i"_i—b. =0
— =o I_, LAGH GEG (E = iE %:'%I-AI
AL Ache Z 0 | ww==wm
= O o 1 Qa-
[ Acive || Deactive | [Hzme gj‘%g HE51p 273
iva (192.768.0.T00  )/pss255.255255 |
IPvé | t)128 {1-128)
[ apoy J[ Cose | 8-
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